CSIC Selectionsfor Vol P Applications

VolIP Application pioduds usd in CSfC solutionsshall be alidated by NIAP/CCEVS or CARA
patnering schemes & canplying with the arrent requirements ofNIAP's Protection Rofile for
Voice Ove IP (VoIP) Applicaions, andthis validatel compliancae shell includethe séectable
requirements ontained in this dowment.

CSfC sdectionsfor Vol P Application evaluations:

FCS CKM.1.1(1): Refinement: Thesdection, dhooseat least one of Vol P client appliction,
client device platform] shall generate asymmetric cryptographic keys usedor key establshment
in accordance with:

e NIST Spesial Publicaion 80056A, "Recommendaion for PairWise Key Establshment
Schemes Wsing Discrete Logarithm Cryptography' for elliptic cuve-based key
establshment schaes ad implemeanting "NIST curves' P-256, R384 and [sdedtion: P
521, no othecurves] (as defned in RPSPUB 1864, 'Digital Signature Standard™ ).

FCS CKM.1.1(2): Refinement: Thesdection, dhooseat least one of VolP dient appliation,
client devie platform] shall generate asymmetric cryptographic keys usedor authenti@tion in
acordance with a speified cryptographic key generation dgorithm:
e FIPSPUB 1864, "Digital Signaure Standad (DSS)", Appendix B.4 for ECDSA
schemes ad implementing " NIST curves' P-256, P-384 and [sdection: R521, no other
curves]

FCS_COP.1.1: Refinement: The[sdection, dhocseat least one of VolIP client applicdion,
client devie platform] shall peform encryption and deryptionin accordance with a sgdfied
cryptogrghic algorithm AES opeating inCTR, CBC, GCM (as dfined in NST SP806380),
[selection: [assignmat: oneor moremodss], noother nodes]] and ayptogaphic key sizes 128
bits, 256bits and{sdection: 192 bits, no other ley sizs] that meés thefollowing:

e FIPS PWB 197, 'Advanced Enayption StandardAES)'

e NIST SP 806B8A, NJST SP 86880

FCS COP.1.1(2): Refinement: The[sdedion, dooseat least one of VolIP client goplication,
client devie platform] shall peform cyptographic signaure sewices (Qeneration and
verification) in acordance with a speified cryptogaph ic dgorithm:
e FIPS PWB 1864, " Digital Sgnature Standad (DSSY, Appendix 8.4 for Eliptic Curve
Digital Signatire Agorithm (ECDSA sclemes ard implenenting *NIST awrves” P-256,
P-384, and [seletion: P-521, no other grves]

FCS COP.1.1(3): Refinement: The[sdection, dooseat least one of VoIP client goplication,
client devie platform] shall peform cryptographic hashingin accordance with a speifi ed
cryptogrghic algorithm SHA-1, HA-256, FHA-384, and [sdection: SHA-512, no other
algorithms] and messge digest szes 160, 256, 384 ts and fdection: 512bits, no oher
messge digest szes] that meethefollowing:

e FIPS PWB 1803, "Secure Hash Stadard."



FCS RBG_EXT.1.2: Thedeeministic RBG shdl beseeled byan entropy sourcethat
acaumulatesentropy from [sdection: a sofware-basednoise soure, a plaform-basedRB3
with a minmum of [256bits] of entropy at least equd to the geaest seurity strength (acording
to NIST SP800-57) d the keys andhashes that 1 will generate.

FCS TLS EXT.1.1: Thesdection, coo a least one of VolP client agplicaion, dient devie
platform] shall mplemert one ormoreof thefollowing protacols [TLS 1.2 (RFC 5246] using
mutud authenticaion with cetificates and suppoting the Pllowing ciphersuites:

e TLS ECDHEECDSA WH_AES 128 GM_SHAZX6 as déned in RFC 6460

e TLS ECDHEECDSA WH_AES 256 GM_SHA3®4 as déned in RFC 6460



